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Information pursuant to Articles 13 and 14 of the GDPR (customers, suppliers, etc.)



Controller

Wiewelhove GmbH
Dörnebrink 19
49479 Ibbenbüren (Germany)
05451 9401-0 
info@wiewelhove.de

Legal representative

Dr. Peter Döbber
Carolin Plagemann
Henning Wientke

Data protection officer

Peter Kosel
Phone: 05451 / 954 20 90 
e-mail: dsb@ipmc.gmbh
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1. Origin of personal data
Wiewelhove GmbH processes personal data that it receives from you or your company as part of the business relationship with your company, an inquiry or any other interest. In addition, if necessary, it processes personal data that it receives from third parties, e.g. Service providers, admissibly (e.g. based on a recommendation). Furthermore, Wiewelhove GmbH processes personal data that it has legitimately obtained from publicly accessible sources (e.g. trade and association registers, your company's website) and is allowed to process.
[bookmark: _Toc39749646]2. Categories of personal data
We process the following categories of personal data about you: Professional contact details (name, email address, telephone number, company, position in the company), communicational data (e.g. date and time, parties and contents of the communication, if applicable the current availability, if applicable image, video and audio data), if applicable, order data (e.g. delivery orders, invoices), data from the fulfillment of our contractual obligations, purchasing, advertising and sales data, documentation data (data from consulting and service meetings), as well as comparable data.
[bookmark: _Toc39749647]3. Purposes and legal bases for the processing of personal data
Wiewelhove GmbH processes personal data in accordance with Art. 6 para. 1 sentence 1 letter f GDPR. This is permissible insofar as processing is necessary to safeguard our legitimate interests or those of a third party, provided that your interests or fundamental rights and freedoms that require the protection of personal data do not outweigh. Such a legitimate interest exists, for example, in:
• Protection of business and economic interests
• Processing and answering as well as making inquiries
• Fulfillment of contracts with your company
• Protection of business and company secrets
• Ensuring the security of the company
• Ensuring the safety of production, especially with regard to the high safety    
  requirements of pharmaceutical manufacturing
• Ensuring the security and operation of IT systems
If you have given Wiewelhove GmbH consent to the processing of your personal data for specific purposes, the lawfulness of this processing is given on the basis of your consent (Art. 6 Para. 1 Sentence 1 Letter a GDPR). A given consent can be revoked at any time. Please note that the cancellation only applies to the future. Processing that took place before the revocation is not affected.
Wiewelhove GmbH also processes personal data in accordance with Art. 6 Para. 1 Letter c GDPR, insofar as this is necessary for the fulfillment of legal obligations to which it is subject as a company. The purposes of processing include e.g. Commercial and tax law retention requirements in accordance with Section 257 of the German Commercial Code (HGB) and Section 147 of the Tax Code (AO) and compliance with the statutory provisions on the manufacture of pharmaceuticals.
[bookmark: _Toc39749648]4. Recipients of the data or categories of the recipients
Within Wiewelhove GmbH, those bodies receive access to your data that they need to fulfill the contractual and legal obligations or the legitimate interests of Wiewelhove GmbH need.
Order processors employed by Wiewelhove GmbH (Art. 28 GDPR) can also receive data for these purposes. These are the following companies:
- iPMC GmbH (data protection documentation, data protection officer), 
as well as companies in the categories IT services, auditing and logistics.
We can provide data to other external bodies in the context of business activity / order processing (customers, suppliers, postal service providers, banking institutions, etc.), to fulfill a legal obligation or in the interest of Wiewelhove GmbH (external lawyers, tax consultants, auditors, etc.). Public bodies such as authorities can receive data if this is necessary to fulfill a legal obligation.
[bookmark: _Toc39749649]5. Duration of storage and criteria for determining the storage period
If necessary, Wiewelhove GmbH processes and stores personal data for the duration of the business relationship. This also includes processing and answering inquiries, as well as initiating and processing contracts. For possible follow-up orders, the professional contact details are kept up to three years after the last contact.
In addition, Wiewelhove GmbH stores personal data insofar as it is legally required to do so. Corresponding proof and retention obligations arise from the Commercial Code and the Tax Code. The deadlines for storage and documentation specified there are six years in accordance with commercial law requirements pursuant to Section 257 HGB and up to ten years due to tax requirements according to § 147 AO.
Data relating to the production, placing on the market or quality of medicinal products are stored for 10 years in order to comply with the retention periods of the German Arzneimittel- und Wirkstoffherstellungsverordnung (AMWHV), which are based on the expiry dates of the medicinal products manufactured.
[bookmark: _Toc39749650]6. Rights of the data subject and right of appeal
In accordance with Art. 15 GDPR, you have the right to receive information about the data stored about you. If inaccurate personal data has been processed, you have the right to rectification in accordance with Art. 16 GDPR. If the legal requirements are met, you can request that the processing be deleted or restricted and you can object to the data processing (Art. 17, 18 and 21 GDPR). According to Art. 20 GDPR, you can assert the right to data portability for data that is processed by automated means on the basis of your consent or a contract with you.

For reasons arising from your particular situation, you have the right to file an objection at any time against the processing of personal data relating to you, which is carried out on the basis of Art. 6 Para. 1 S. 1 Letter f GDPR (data processing on the basis of a balance of interests).
If you file an objection, Wiewelhove GmbH will no longer process your personal data, unless it can demonstrate compelling legitimate grounds for the processing that outweigh your interests, rights and freedoms, or the processing serves to assert, exercise or defense  legal claims.
These rights can be asserted informally against Wiewelhove at the address mentioned.
If you believe that data processing violates data protection law, you have the right to complain to a data protection supervisory authority of your choice (Art. 77 GDPR in conjunction with Section 19 BDSG). This also includes the data protection supervisory authority responsible for us, which you can reach using the following contact details:
State Commissioner for Data Protection and Freedom of Information North Rhine-Westphalia
Postfach 20 04 44, 40102 Düsseldorf, phone: +49 211 / 38424-0 Fax: +49 211 / 38424-10
Email: poststelle@ldi.nrw.de
[bookmark: _Toc39749651]7. Voluntary or obligation to provide the data
As part of our contractual relationship with your company, it is usually necessary for Wiewelhove GmbH to be provided with contact details, order data and other data from a contact person of your company. Without this data, Wiewelhove GmbH will usually have to refuse to conclude the contract or will no longer be able to carry out an existing contract and may have to terminate it.
[bookmark: _Toc39749652]8. Indication of the existence of an automatic decision including profiling
There is no automated decision making or profiling.
[bookmark: _Toc39749653]9. Transfer of data to a third country
When using products from Microsoft Corporation (e.g. Microsoft Office), personal data is sometimes automatically transmitted to the service provider in the USA.
There is no adequacy decision by the EU Commission for the level of data protection in the USA. The contracts with the service provider Microsoft contain approved standard contract clauses. A copy of the standard contractual clauses is available here:
https://www.microsoft.com/en-us/licensing/product-licensing/products#OST 
Select the online service data protection addendum (DPA) in your preferred language. The standard contractual clauses can be found in the document in Appendix A Attachment 2.
For all other processing activities there is no planned transfer to a third country.
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